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Do ¢éwiczen wykorzystatem program , WIRESHARK 1.4.1”.

1. Program tracert - analiza protokotéw ICMP, DNS.

Polecenie tracert zostato pokazane na przyktadzie witryny www.google.pl.

Jak widaé¢ na ponizszym przyktadzie do osiggniecia celu potrzebny byto wykonanie 14
,hopek” na urzgdzenia sieciowe — rutery.

INDOWS" system 32t cmd.exe
wDocuments and Settingsspawel. jarosz .GAZ-SYSTEM>tracert wwuw.google.com

Trasa #ledzenia do www.l.google.com [66.182.132.1841]1
przewyzsza maksymalna liczhe przeskokiw 38

* Upiynat limit czasu Zadania.
11 ms chelloBB8?7079866801 .chello.pl [89.79.66.11
Upiynat limit czasu Zadania.
ms 84.116.252.85
ms 84.116.252.5
ms ms 84.116.252.205
ms ms 84.116.132.129
ms ms Y2.14.219.9
ms ms 207 .85.254.108
ms ms 2097 _85.248.182
ms ms 64.233.175.246
ms ms Y2.14.239.199
ms ms 64.233.174.137
ms ms ez—in—f184.1el1B8.net [66.1082.13.184]

$ledzenie =zakohczone.

C:“Documents and Settings“pawel.jarosz.GAZ-SYSTEM:_

Tracert wykorzystuje w swoim dziataniu polecenie ping, co wida¢ na ponizszym zrzucie:

o, | Time: | Source | Destination |Protocal  |Infa

3 0.026768 192.168.1.101 66,102.13.104 ICMP Echo €ping) reguest ¢id=0x0400, seqthe/1e)=31232/122, ttl=1)

K|

Frame 3: 106 bytes on wire (848 bits), 106 bytes captured (848 hits)
Ethernet II, Src: Intelcor_3e:63:78 (00:22:Th:3e0:63:78), Dst: Tp-LinkT_eS:d5:cd (00:27:19:e5:d5:c4)
E Internet Protocol, Src: 192,.168,1.101 (192.168.1.1010, Dst: 66.102.13.104 (66,102.13.104)
wversion: 4
Header Tength: 20 bytes
Differentiated Services Field: 0x00 (DSCP Ox00: pefault; ECN: Ox00)
Total Length: &2
Identification: Oxh8el (47329)
Flags: 0x00
Fragment offsesd, O
Time to live: 1
Protocol: ICMP-T1)
Header checksum: Oxeeed [correct]
Source: 192.168.1.101 (192.1658.1.101)
pestination: 66.102.13.104 (66.102.13.104)
Internet Control Message Protocal

Bardzo waznym elementem wystepujgcym powyzej jest TTL = 1, jest to czas zycia pakietu
ktéry wynosi 1 — jako ze jest dla pierwszego wysytanego pakietu — pozwala na osiggniecie pierwszego
urzadzenia na trasie.

Whpisy DNS jakie sg generowane polegajg na kazdorazowej — przy kazdym skoku — prébie
rozwigzania adresu. Mozna tego unikngé uruchamiajgc polecenie tracert z przetacznikiem ,—d” co
powoduje brak rozwigzywania nazw domenowych. Z powyzszego zrzutu widaé ze rozstaty rozwigzane
zaledwie dwie nazwy, jeden z tych przypadkdéw prezentuje ponizsze zapytanie DNS:
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o, I Tirne I Source Destination Protocol I Infa

125 48.662030 & 152.1658.1.101 DNS Standard guery response PTR ez-in-fl04.1el00. net
4

® Frame 122: 86 bytes on wire (688 bits), 86 bytes captured (688 hits)
® Ethernet II, Src: IntelCor_3e:63:78 (00:22:fh:3e:65:78), Dst: Tp-LinkT_e%9:di:cd4 (00:27:19:e9:d5:c4)
# Internet Protocol, Src: 192.168.1.101 ¢192.168.1.101), Dst: 62.179.1.63 (62.179.1.63)
® User Datagram Protocol, Src Port: 60217 (60217), Dst Port: domain (530
E Domain Name System (guery)
Response In: 123
Transaction ID: Ox7958
B Flags: 0x0100 (Standard guery)
questions: 1
Answer RRs: 0
Authority RRS: O
additional RRs: O
= queries
B 104.13.102.66. in-addr.arpa: type PTR, class IN
Mame: 104,13.102.66.7n-addr.arpa
Type: PTR (Domain name pointer)
Class: IN (Ox00010)

| odpowiedz serwera:

o, | Time | Source | Destination |Protacol  |Info

122 48.640449  192.168.1.101 62.179.1.63 DNS standard query PTR 104.13.102.66. in-addr.arpa
) 1.63 L1.101 : i

&

Frame 123: 120 bytes on wire (960 bits), 120 bytes captured (960 hits)
Ethernet II, sSrc: Tp-LinkT_e%9:d5:cd4 (00:27:19:89:d5:c4), Dst: IntelCor_3e:63:78 (00:22:Fh:32:63:78)
Internet Protocol, sro: 62.179.1.63 (62.179.1.63), Dst: 192.168.1.101 (192.168.1.101)
User Datagram Protocol, src Port: domain (53), Dst Port: 60217 (60217)
pomain Mame System (response)
Reguest In: 122
[Time: 0.021581000 seconds]
Transaction ID: Ox7958
B Flags: 0xB180 (Standard guery response, No errar)
Questions: 1
Answer RRs: 1
Authority RRs: 0O
Additional RRs: O
= queries
= 104.13,102.66. in-addr.arpa: type PTR, <lass IN
Mame: 104.13.102.66. n-addr.arpa
Type: PTR (Domain name pointer)
Class: IN (Ox0001)
E Answers
B 104.13.102.66. in-addr.arpa: type PTR, <lass IN, ez-in-fl04.1el00.net
Mame: 104.13.102.66. n-addr.arpa
Type: PTR (Domain name pointer)
Class: IM (Ox00010
Time to Tive: 21 hours, 18 minutes, 44 seconds
pata length: 22
pomain name: ez-in-fl04.1el00. net

0 EHHEH

Czas TTL jest z kazdym skokiem powiekszany o 1. Po TTL pakietu wynosi 0 o czym informuje
nas stosowny pakiet ICMP:

o, | Time | source | Destination |Protocal  Jirfo

7 0 .1 L1ol ‘Time to )
212 NRREI2 LY TRE T 1o AETN2 12 TNA TMD Crbhm FrRimm romiost A A et nn comtho e —2376E M TR 100

Istota polecenia tracert polega na wysytaniu polecenia ping na okreslony adres z
przetgcznikiem ,—i” zawierajgcym ilo$¢ mozliwych skokéw, oto przyktad:
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WINDOWS' system32y cmd.exe

C:~Documents and Settingspawel.jarosz.GAZ-SYSTEM>ping -i 1 www.google.pl —n 1
Badanie www.l.google.com [66.182.13.18321 =z uzyciem 32 bajtéw danych:
UpXynal limit czasu Zadania.

Statystyka badania ping dla 66.182.13.183:
Pakiety: Wystane = 1, Odebrane = B, Utracone = 1 {(1B8x stratyr.

GC:~Documents and Settingsspawel.jarosz . GAZ-SYSTEM>ping —-i 2 www_google.pl —n 1
Badanie www.l.google.com [66.182.13.1831 = uiyciem 32 bajtdw danych:

Odpowiedz = 89.72.66.1: Limit czasu wygasniecia ¢TTL} uplynal podczas tranzytu.

Statystyka badania ping dla 66.182_.13.1683:

Pakiety: Wyslane = 1. Odebrane = 1. Utracone = 8 (Bx stratyd,
Szacunkowy czas bhladzenia pakietdw w millisekundach:

Minimum = B ms, Maksimum = @ ms, Czas éredni = B ms

C:xDocuments and Settingspawel.jarosz . GAZ-SYSTEM>

Wida¢ na nim tg samg sytuacje ktéra nastgpita na zrzucie z polecenia tracert, mianowicie ping
zakreslajacy granice do pierwszego urzadzenia sieciowego nie doszedt — jest nie rozpoznany.
Natomiast drugi wykryt host z sukcesem informujac nas ze uptynat czas TTL pakietu — nie dostalismy
tym samym odpowiedzi z naszego adresu wiec przefacznik ,-i” bedzie zwiekszany o kolejne jednosci.

Co odpowiedzi —to tak prezentuje sie ona jako pakiety:

Destination

o .104 t s

. 524 563 66.102.13. 1%2.168.1.101 Cping) reply seqihe/le)=41216,161,

118 48.524703 162.168,1.100 66,102.13.104 (ping) request (id=0x0400, segChe/1e)=41472/162,
119 48, 584426 65.102.15,104 1%2.168.1.101 ICMP Echo (ping) reply (d=0x0400, seq(he/1e)=41472/162,
120 48.584578 102.168.1.100 66,102.13.104 ICMP Echo (ping) reguest (i1d=0x0400, seq(he/1e)=41728/163,
121 48. 639810 65.102.15,104 1%2.168.1.101 ICMP Echo (ping) reply (d=0x0400, seq(he/1e)=41728/163,

Po otrzymaniu odpowiedzi tracert przerywa polecenie z sukcesem. Widaé to takze przy
poleceniu ping, jesli puscimy ping na 13 ,hopke” nie uzyskamy odpowiedzi od serwera, jesli
natomiast puscimy na 14, uzyskamy juz wyczekiwang odpowiedz serwera:

INDOWS" system32' cmd.exe - |0 ﬂ
C:“\Documents and Settingsspawel.jarosz.GAZ-SYSTEM>ping —1i 13 www.google.pl -n 1 Il
Badanie www.l.google.com [66.102.13.183]1 =z uzyciem 32 bajtdéw danych:

2 z 64.233.174.133: Limit czasu wygagniecia (TTL> uplynal podczas tranzy
Btatystyka badania ping dla 66.182.13.183:
Pakiety: Wyslane = 1, Odebrane = 1, Utracone = B (B¢ stratyd.
Szacunkowy czas blad=enia pakietdw w millisekundach:
Minimum = B ms, Maksimum = B ms, Czas #redni = B ms
G:“Documents and Settingsspawel.jarosz .GAZ-SYSTEM>ping —i 14 www.google.pl —n 1
Badanie www.l.google.com [66.102.13.1831 = uzyciem 32 bhajtiw danych:

OdpowiedZz =z 66.182.13.183: bajtow=32 czas=58ms TTL=58

Statystyka badania ping dla 66.182.13.183:

Pakiety: Wystane = 1, Odebrane = 1, Utracone = B (B2 stratyd,.
Szacunkowy czas blad=zenia pakietdw w millisekundach:

Minimum = 58 ms,. Maksimum = 58 ms, Czas £redni = 58 ms

C:“\Documents and Settings\pawel.jarosz.GAZ-SYSTEM>
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2. Analiza ruchu HTTP i DNS dla wybranego adresu.

Na ekranach dostepnych w WIRESHARK widac nie tylko ruch http, dzieje sie tak dlatego gdyz
wiadomosci http niesione sq w srodku segmentu TCP, ktory jest niesiony przez datagram IP, ktory jest
wewngqtrz ramki ethernetowej.

Przed przystgpieniem do ¢wiczen wyczyscitem cache przegladarki, do przeprowadzenia
testow uzytem Firefox 3.6.12, a nastepnie podjatem sie testowania ruchu sieciowego pomiedzy mojg
stacjg roboczg a witrynga http://www.joemonster.org.

2.1 Podstawowe informacje, dlugie strony

Ponizej wida¢ efekt wywotania zapytania http w przegladarce:

Filter: Ihttpordns * | Expression... Clear Apply
Yo, ITime ISource |Destination |Protoco| IInfo
10 3.875740 192.168.1.101 04.23.90.4 HTTP GET / HTTR/1.1
Frame 10: 1151 bytes on wire (9208 bits), 1151 bytes captured (5208 bits)
Ethernet II, sSrc<: IntelCor_3e:63:78 (00:22:Th:32:63:78), Dst: Tp-LinkT_e%:d5:c4 (00:27:19:e9:d5:c4)
Internet Protocol, Src: 192.168.1.101 (192.168.1.101), Dst: 94.23.90.4 (94.23.090.40
Transmission Control Protocol, Src Port: activememory (2858), Dst Port: http (80), Seqg: 1, aAck: 1, Len: 1087
= Hypertext Transfer Protocol

= GET / HTTR/1.1%\r%n
B [Expert Info (Chat/Sequencel: GET / HTTR/1.1%\r%nl
[Message: GET / HTTR/L.1Nr\n]
[severity lewel: chat]
[Group: Seguence]
Request Method: GET
Reguest URI: /
Reguest version: HTTR/1.1
HOST: www. joemonster. orghrin

User-agent: mMozilla/5.0 (windows; U; windows NT 5.1; pl; rv:il.9.2.12) Gecko/20101026 Firefox/3.6.12 ( .NET CLR 3.5.30729)%r\n

Accept: textshtml, applicationsxhtml+xml, applicationsxml;g=0.9, ¥/ %; q=0.8%r\n
Accept-Language: pl,en-us;g=0.7,en;g=0.3%%n

accept-Encoding: gzip,deflatesryn

Accept-Charset: IS0-8859-2,utf-8;g=0.7,%;q=0.7r\n

kKeep-Alive: 115%%n

connection: keep-aliwelyryn

[truncated] cookie: _utma=20857891.1205303257,1283460866,1289054159,1289054249.129; __utmz=20837891, 1287360558, 87. 8. uTmcsr=gom

N
Nastepnie ukazata sie odpowiedz jakg uzyskalismy od serwera:

estart the running Iive capture| .
Fiter: |http or dns ~ | Expression... Clear  Apply

Ho. | ime |soures | Destination |Pratacal 1o
7 5. X UL HTTF HTTF,

AT TON, %—Javascr TRt
htm1)

Frame 255: 82 bytes on wire (10256 bits), 1282 bytes captured (10256 bits)

® Ethernet 1I, src: Tp-LinkT_e9:d5:cd4 (00:27:19:89:d5:c4), Dst: Intelcor_3e:63:78 (00:22:Th:32:63:78)

Internet Protocol, Src: 94.23.00.4 (94.23.90.4), Dst: 192.168.1.101 (192.168.1.101)

® Transmission Control Protocol, Src Port: http (80), Dst Port: activememory (2859), Seq: 93241, Ack: 1098, Len: 1228

[Reassembled TCP Segments (94468 bytes): #13(1260), #14(1260), #16(12607, #1%(1260), #21(1260), #22(1260), #33(1260), #34(1260), #36(12600, #37(l:

El Hypertext Transfer Protocol
E HTTP/L.1 200 oK\ryA
= [Expert Info (Chat/Seguencel: HTTR/1.1 200 OKYryn]
[Message: HTTRAL.1 200 oKyl
[severity Tewvel: Chat]
[Group: Seguence]
Reguest Version: HTTP/L.1
Response Code: 200
server: nginx/0.6.32%r\n
Date: Sat, 06 Mov 2010 14:41:14 GMTNr'wn
content-Type: text/html; charser=iso0-8859-2%r\n
Transfer-encoding: chunkedyriyn
connection: keep-aliveirin
¥-powered-By: PHP/5.2.8%r\n

set-Cookie: online_user=vPyY]FZEAZ-KI0wtLOOVHBWSg3Q2 INFIRTYBYHOSHC 0. ; expires=Sat, 06-Mov-2010 14:56:14 GMT; path=/; domain=.joemonster.orgirin

N\

HTTP chunked response

pata chunk (94113 octets)
end of chunked encoding
Line-hased text data: text/himl

m
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Wazniejsze dane jakie mozemy wywnioskowaé na podstawie pozyskanych informacji:

Wersja http obstugiwana przez przegladarke 1.1

Wersja http obstugiwana przez serwer 1.0,1.1

Preferowany jezyk dla przegladarki polski, angielski

IP stacji roboczej 192.168.1.101

IP serwera 94.23.90.4

Zwrdcony status z serwera 200 — sukces

llos¢ bajtéw przestana 94.113 bajtow

Ostatnia modyfikacja pliku Sobota, 6 listopada 2010, 14:41:14

Wartg wspomnienia rzeczg jest to, iz czytana tutaj strona nie zmiescita sie jako odpowiedz
serwera w jednym pakiecie TCPIP, stad tez w odpowiedzi serwera widzimy linie o tresci
»,Reassembled TCP Segments”, méwi nam to iz strona nie zmiescita sie z jednym pakiecie i zostata
przestana w czesciach ktére nastepnie zostaty scalone.

2.2 Cache i jego wykorzystanie.

W celu wykonania tego ¢wiczenia postuzytem sie przypadkowo znaleziong witryng podczas
wykonywania ¢wiczen, przed przystgpieniem do zadania réwniez wyczyscitem cache przegladarki.
Nastepnie wszedtem na strone: http://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html,
uzyskatem tak samo jak poprzednio efekt, czyli zapytanie:

|Info
GET /Protocols,
HTTP HTTP/L.1 200 OK

Frame 6: 484 hytes on wire (3872 bits), 484 bytes captured (3872 hits)
Ethernet II, Src: IntelCor_3e:63:78 (00:22:fb:3e:63:78), Dst: Tp-LinkT_e9:d5:cd4 (00:27:19:e9:d5:c4)
Internet Protocol, src: 192.168.1.101 (192.168.1.101), Dst: 128.30.52.37 (128.30.52.37)
® Transmission Control Protocol, src Port: csoft-prev (32710, Dst Port: http (B0), sSeq: 1, Ack: 1, Len: 430
= Hypertext Transfer Protocol
[ GET AProtocols/rfc26le/rfc2éle-seclo. htm] HTTP/L. 1hrin
E [Expert Info (Chat/Sequence): GET /Protocols rfc26le/rfc2ele-seclo. htm] HTTPAL. 1%r%n]
[message: GET SProtocols/rfc2éle/rfcz6lé-seclo.htm] HTTR/L. 1% 0]
[severity level: chat]
[Group: sequence]
Request Method: GET
Request URI: /Protocols/rfc26le/rfc26l6-seclo. html
Reguest Version: HTTP/L.1
HOST: www.w3.orohrin
user-agent: Mozillas 5.0 (windows; u; windows NT 5.1; pl; rvil.2.2.12) Gecko/20101026 Firefoxs3.6.12 ¢ .MET CLR 3.5.30729J%%n
accept: textyshtml, applicationsxhtml+xml, applicationysxml;g=0.8, */ *; g=0. 8\r\n
Accept-Language: pl,en-us;g=0.7,en;g=0.3%rYyn
Accept-encoding: gzip, deflateyrin
Accept-charset: IS0-8859-2,utf-8:g=0.7,%;q=0.7r\n
Keep-alive: 115%r\n
Connection: keep-alivesryn

R

| Source IDestlnatlon IProtocoI

c c26 c10.html HTTP/1.1
(text /htmll

| odpowiedz: (dla celéw konkretnego ¢wiczenia znalazta sie tutaj czes¢ zawartosci strony)
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Mo, Tirme: Source I Destination I Protocol IInFo

5 0.219142 1%2.168.1.101 128.30.52.37 HTTF GET /Protocols,/rfc2éle/rfc26la-seclo, html HTTR/1.1
57 1.433966 128.30.52.37 192.168.1.101 HTTF HTTP 1.1 200 oK (text/html)

B Frame : 0 E g ptured
® Ethernet II, Src: Tp-LinkT_eS:d5:cd (00:27:1G:e9:d5:cd4), Dst: IntelCor_3e:63:78 (00:22:fh:32:63:78)
Internet Protocol, src: 128.30.52.37 (128.30.52.37), Dst: 152.168.1.101 (19%2.168.1.101)
# Transmission Comtrol Protocol, Src Port: http (800, Dst Port: csoft-prev (32710, sSeq: 33793, ack: 431, Len: 592
[Reassembled TCP Segments (34384 hytes): #7(1024), #8(1024), #10(1024), #11¢1024), #13(1024), #14(1024), #16(1024), #17(
= Hypertext Transfer Protocaol
= HTTR/L.1 200 okhryn
= [Expert Info (Chat/sequencel: HTTP/1.1 200 OkMNryn]
[Message: HTTP/L.1 200 OKMwrynl
[severity level: Chat]
[Group: Sequence]
Request version: HTTR/1.1
Response Code: 200
Date: Sat, 06 Mow 20010 15:34:31 GMTNr\h
server: Apaches2%rn
Last-Modified: wed, 01 Sep 2004 13:24:52 GMTHrNn
ETag: "84dl-3e830735913b100"Nr N
Accept-Ranges: bytesyrin
E Content-Length: 34001%r%n
[Cortent length: 34001]
Cache-Control: max-age=21600%r%n
Expires: Sat, 0§ Nov 2010 21:34:31 GMT™rYn
P3P: policyref="http:/ www.w3.org/20001/05/P3P/053p. xm] " "\rn
Connection: claseyryn
content-Type: text/shtml; charset=is0-8859-1%r\n
i
= Line-based text data: text/shtml
<! DOCTYPE htm1 “n
PUBLIC "-//W3C//DTD *HTML 1.0 Strict//EN"“n
"http:fwww. w3, or g TR hTmTL/DTD xhtmll-strict. dtd" > n
<htm1 wmlns="http:fwww. w3 . org/L1999 xhtm]’ >\n
<heads><title>HTTP/L.1: status Code Definitions< titlex<s/head=\n

<hody><address>part of <a rev='section’' href='rfc26l6.htm]' >Hypertext Transfer Protocol -- HTTP/L.1l</a=<br /»%n
RFC 2616 Fielding, et al.</address:>%n
O = PP DUF SO I N,

To na co chciatbym zwrdcié tutaj uwage to fakt ze przy odswiezeniu strony przegladarka
zadaje pytanie czy strona zmienifa sie od czasu ostatniej wizyty na niej — zmiana ostatniego czasu
modyfikacji (If-Modified-Since):

Mo, | Time ISource | Destination IProtocoI IInFo

64 5. ] 168.1.101 HTTF GET /Proto rf T 0.html HTTR/1.1
65 5.645314 128.30.52.37 1%92.168.1.101 HTTF HTTF/1.1 304 Mot Moditied

® Frame 64: 597 bytes on wire (4776 bits), 597 bytes captured (4776 bits)
® Ethernet II, src: Intelcor_3e:63:78 (00:22:Tb:3e:63:78), Dst: Tp-LinkT_e9:d5:cd (00:27:19:e0:d5:c4)
Internet Protocol, src: 192.168.1.101 (192.168.1.101), Dst: 128.30.52.37 (128.30.52.37)
® Transmission Control Protocol, Src PoOrT: user-manager (3272), Dst Port: http (80), seq: 1, ack: 1, Len: 543
[z Hypertext Transfer Protocal
= GET SProtocols/rfczele/rfczele-seclo, html HTITPAL.1NrNn
= [Expert Info (Chat/sequencel: GET AProtocols rfczels/rfc2elé-seclo.htm] HTTPAL.1%rYn]
[Message: GET sProtocols/rfcz6le/rfczele-seclo, html HTTPAL.1NrYN]
[severity level: chat]
[Group: seguence]
Reguest method: GET
Reguest URI: /Protocols/rfc2ele/rfc2ele-seclo. html
Reguest version: HTTP/L.1
Host: www.w3.orghrin

User-agent: Mozillass.0 (windows; U; windows NT 5.1; pl; rv:il.9.2.12) Gecko /20101026 Firefoxs3.6.12 ¢ .NET CLR 3.5.30729)%r%\n

Accept: textshtml, applicationxhtml+xml, applicationsxml; g=0.9, %/ %; g=0. 8% \n
Accept-Language: pl,en-us;g=0.7,en;g=0.3%%\n

Accept-Encoding: gzip,deflatesrin

Accept-Charset: ISO-8859-2,utf-8;q=0.7,%;,q=0.7%r\n

Keep-Alive: 115%r\n

Connection: keep-aliveisrin

If-Modified-since: wed, 01 Sep 2004 13:24:52 GMTNrNN

If-Mone-Match: "84dl-3e30739130100"\rn

Cache-Control: max-age=0%ri\n

S

Nastepnie w odpowiedzi serwera nie zostata przestana do nas zawartos¢ strony, poniewaz
storna nie ulegta zmianie, wida¢ jednak ze gdy wejdziemy na nig po godzinie (linia ,Expires”) 21:34:36
dnia dzisiejszego storna ta ponownie zostanie do nas przestana, lub tez za 6 godzin (linia ,, Cache-
Control”) — administrator serwera ustawit tutaj wygaszanie cache dwojako:
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o, I Time I Source I Destination IProtocoI I Info

54 5.440760 1%2.168.1.101 128.30.52.37 HTTP GET /Protocols/ rfc2ele/rfc2ele-seclo.htm]l HTTP/L.1

65 5.645314 128.30.52.37 1%2.1658.1.101 HTTF HTTP/1.1 304 not Modified

® Frame 65: 255 hbytes on wire (2040 bits), 255 bytes captured (2040 bits)
Ethernet II, Src: Tp-LinkT_e%:d5:cd4 (00:27:19:e9:d5:c4), Dst: IntelCor_3e:63:78 (00:22:Fh:3e:63:78)
# Internet Protocol, Src: 128.30.52.37 (128.30.52.37), Dst: 19%2.168.1.101 (192.168.1.101)
# Transmission Cantrol Protocol, Src Port: http (80), Dst Port: user-manager (32720, Seg: 1, Ack: 544, Len: 201
= Hypertext Transfer Protocol
= HTTP/1.1 304 wWot Modifiedirin

[Message: HTTR/L.1 304 Mot Modifiedyrin)
[Severity level: chat]
[Group: Seguence]
Request version: HTTR/1.1
response Code: 304
Date: Sat, 06 Mov 2010 15:34:36 GMTwrwhn
server: Apache/2%rn
Connection: <losesryn
ETag: "84d1-3e30739130100"\r\n
Expires: sat, 06 wWov 2010 21:34:36 GMTANryn
Cache-Control: max-age=21600%rsn

2.3 Logowanie sie poprzez protokot HTTP

Na wielu stronach mozliwe jest logowanie sie poprzez niezabezpieczony kanat http, kiedy
logujemy sie w taki sposéb wszystkie wprowadzone przez nas dane sg niezabezpieczone. Obrazuje to
ponizszy zrzut ekranu ze strony http://www.goldenline.pl i linia zawierajgca wpisy ,,login” i ,,passwd”

Frame 5: 990 bytes on wire (7920 bitsl), 990 bytes captured (7920 bits)
Ethernet II, sSrc: Intelcor_3e:63:78 (00:22:Th:3e:63:78), Dst: Tp-LinkT_e%:d5:c4 (00:27:19%:e59:d5:c4)
Internet Protocol, Src: 192.168.1.101 (1%2.168.1.101), Dst: 85.232.237.227 (B5.232.237.227)
Transmission Control Protocol, Src Port: dvcprov-port (3776), Dst Port: http €800, Seqg: 1, Ack: 1, Len: 936
Hypertext Transfer Protocol
= POST Slogowanie HTTR/A.1%rn
® [Expert Info (Chat/sSequencel): POST logowanie HTTP/L.1Mr4nl
Request Method: POST
Request URI: Slogowanie
Request wversion: HTTR/1.1
Host: www.goldenline. plsrin

=

User-aAgent: Mozilla/s5.0 (windows; U; windows NT 5.1; pl; rv:il.9.2.12) Gecko/20101026 Firefoxs/3.6.12  .MET CLR 3.5.307200% %N

Accept: text/html, applications<html+xml, application«m1; q=0.9, ¥/ *; g=0.8%r\n
Accept-Language: pl, en-us;g=0.7,en;g=0.3%r\n

Accept-Encoding: gzip,deflatedNrin

Accept-Charset: IS0-8859-2,utf-8;g=0.7,%;0=0.7r\n

keep-alive: 115%ryn

connection: keep-aliveiryn

referer: http:Awww. goldenline. pl./Arsn

[truncated] Cookie: stat_pv_uu=07CACEFFOD33F34431C6367EGEQEBS T2, __UTMa=166703754 .14 5008684, 1283802656,12589073617.1289078417.19;

Content-Type: application/x-www—Torm-urlencodedsrin
E Content-Length: 48%ryn
[Content length: 48]
R
= Line-hased text data: application/x-www—form-urlencoded
Togin=pawel. jaroszx4ogmail. com&passwil=

0290 3d 67 6f &F 67 6C 65 Fo 75 T4 6d 63 63 Ge 3d 28 =google| utmcon=C
0zao &F 72 67 6L 6 69 63 29 FC 75 74 6d 63 &d 64 3d organic) |utmamd=
0zbo &fF 72 67 6L 62 69 63 To 75 T4 6d 63 F4 72 3d 74 organic| utmctr=t
0z2co 6f 6d 61 73 Fa 25 32 30 73 6f 73 6e 6T 77 73 6b  omaszx20 sosnowsk
02d0 69 25 32 30 67 6f 6C 64 65 6e 6C 69 6e 65 3b 20 i%20gold enline;

0zeg S5f 5T 75 74 6d 76 3d 31 36 36 37 30 33 37 38 34 __utmv=1 66703784
02f0 2e 7c 31 3d 6C 6T &7 67 65 64 49 6e 3d 30 3d 31 . |11=Togg edin=0=1
0300 2c 3b 20 73 74 61 74 5F 70 76 5T 73 65 73 73 69 ,3 stat_ pw_sessi

0310 6f 6e 3d 34 43 37 37 34 31 44 42 31 31 30 34 43 on=4C774 1DEL104C
0320 35 45 35 35 31 31 43 38 43 36 31 36 43 446 37 39 SESS11CE CELaCF7o

0330 33 30 34 3h 20 5F 5F 75 74 6d 62 3d 31 36 36 37 3045 __u tmh=1667
0340 . 10.12890
0350 _utmec=18§
0360 nt
0370

0380

0390

03ad B .
03ho Togin=pa wel.jaro
03¢0 69 6c 2e 63 6F 6d 26 70 sz%40gma 11, com&
nzdn A% A1 Aa %N IN 2T ;.-:-:m:d

4.4 Zapytania DNS podczas wywofywania strony
Podczas wywotywania strony http obecne sg réwniez zapytania do serwera DNS. Ponizszy

screen pokazuje przyktad zapytania do strony http://www.nazwa.pl zajmujgcej sie sprzedazg domen.
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Ma. i | SourCe | Destination Protocol | Info

[ .1.63 dard query A n [
443 47, 062262 a2, 192.168.1.101 DNS Standard guery response A 85.128.128.36
1103 47.725149 192.165.1.101 52.179.1.63 DHS standard guery A netart.pl

+ Frame 442: 68 bytes on wire (544 bits), 68 bytes captured (544 bits)
Ethernet II, sr<: Intelcor_3e:63:78 (00:22:fh:3e:63:78), Dst: Tp-LinkT_e2:d5:cd4 (00:27:19:e9:d5:c4)
Internet Protocol, src: 192.168.1.101 (192.168.1.1010, Dst: 6£2.179.1.63 (62.179.1.63)
User Datagram Protocol, Sro Port: 53818 (538180, Dst Port: domain (530
Domain Mame System (guery)
[Response In: 4437
Transaction ID: Oxaehd
# Flags: 0x0100 (standard guery)
ouestions: 1
Answer RRs: 0
Authority RRs: O
Additional RRs: O
- queries
-l nazwa.pl: type A, class IN
Mame: nazwa.pl
Type: A (Host address)
Class: IN (0x0001)

1 # H &

0000 00 27 19 e9 df <4 00 22 fTh 3e 65 75 08 00 45 00 e T
0010 00 34 21 30 00 00 B0 11 17 88 <O a8 01 a5 3e b3 LEDL L. .. =
0020 01 3f d2 3a 00 35 00 22 2e <% ae h4 01 00 OO0 01 P

00320 00 00 00 00 00 00 05 62 61 7a 77 61 02 70 6C 00 ....... azwa.pl.
0040 00 01 00 01 e

Wyszczegdlniony jest port z ktdrego zostato wystane zapytanie jak réwniez port docelowy.
Adres serwera DNS do ktérego zapytanie zostato wystane i typ zapytania.

Ponizej screen przedstawiajgcy wynik polecenia ,ipconfig” stacji roboczej.

arta Ethernet Polaczenie zieci hezprzewvodowej:

Sufiks DMS konkretnego potaczEenia =

Opis . - . - . . - . . - . : Intel<R> WiFi Link 5188 AGH

Adre=z fizyczEnwy. . . . . |

DHCP wlac=one . . . . . . Tak

Autokonf iguracja wiaczona Tak

Adres IP. . . . . 192 168.1.1681

Mazka podsieci. . 255.255.255.8

Brama domy£lna. . 192 .168.1.1

Serwer DHCP . _ . 172 _168.1.1

Serwery DHE _ _ . 62.177.1.63
62.177.1.62

6 listopada 2018 2A:42:25
1? stycenia 2038 BA4:14:87

Dzierzawa u=zyzkana.
Dzierzawa wygasa. .

Nastepnie otrzymana zostata przez przeglgdarke odpowiedz DNS od serwera:
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Mo, I Tire: I Source I Destination I Protocol I Info

DNS Standard query A nazwa.pl

Frame 443: 84 bytes on wire (672 bits), 84 bytes captured (672 bits)
Ethernet II, src: Tp-LinkT_e9:d5:c4 (00:27:19:e9:d5:c4), Dst: Intelcor_3e:63:78 (00:22:fh:3e:63:78)
Internet Protocol, sSrc: 62.179.1.63 (62.179.1.630, Dst: 192.165.1.101 (192.165.1.101)
User Datagram Protocol, Src Port: domain (530, Dst Port: 53818 (53818)
Source port: domain (330
Destination port: 53818 (53818)
Length: 50
H checksum: 0x1684 [validation disabled]
E Domain Mame System (response)
Reguest Tn: 442
[Time: 0.020148000 seconds]
Transaction ID: Oxaebd
# Flags: 0Ox8180 (standard query response, Mo errar)
Questions: 1
Answer RRs: 1
authority RRs: 0
additional rRRs: 0O
= queries
E nazwa.pl: type A, class IN
Mame: nazwa.p]l
Type: A (Host address)
Class: IM (0x0001)
[l Answers
Bl nazwa.pl: type A, class IN, addr 85.128.1:28.38
Mame: nazwa.p]l
Type: A (Host address)
Class: IN (0x0001)
Time to T1ive: 8 minutes, 12 seconds
pata length: 4
Addr: 85.128.128.36 (85.128.128.38)

0 #H #H H

Zwrocony zostat nam adres IP nazwy DNS ktéra zostata przez nas wprowadzona — wprowadzajgc
adres 85.128.128.36 zostaniemy przekserowani na strone nazwa.pl

Zwrdcony zostat czas TTL dla odpowiedzi DNS, zostat on wyswietlony poniewaz zapytanie padto spoza
autoratywne;j strefy serwera3

3. Analiza ruchu FTP.

Najbardziej przejrzysty opis protokotu FTP i jego dziatania mozna znalez¢ pod adresem:
http://dmn.jogger.pl/2007/11/29/ftp-hacking/ jego dziatanie i poszczegdlne fazy sg bardzo ztozone
dlatego w tym sprawozdanie bede chciat przedstawic¢ jego ogdlng zasade dziatania i wazniejsze kroki
a takze empirycznie zbada¢ nawigzywanie potaczenia i przesytania niezaszyfrowanego pliku.

Do potaczenia z serwerem FTP ftp.republika.pl uzyty zostat program TotalCommander 7.04a.

Ciekawa rzeczg dotyczacg protokotu FTP jest to iz wykorzystuje on przy potaczeniu dwa porty
— port danych i port polecen. Rozrézniamy dwa typy potaczen FTP: aktywny i pasywny. W przypadku
testu ktory zostat przeprowadzony na potrzeby tego sprawozdania tryb potgczenia z serwerem FTP
byt aktywny.

Jego prace mozna zobrazowac ponizszym obrazkiem:
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FTP Client FTP Server

SYM
Port X #  Port 21
Port X S X Port 21
ACK
Port X *  Part 21

User lists directory or gets or puts a file

PORT, IF address, port ¥

Port X p Port2l
Port X PORT command successiisl Port 21
Port X LIST, RETR, or 3TOR Part 21
Fort 7 Sk Fort 20
Port ¥ ETILACK Pott 20
Port ¥ K Fart 20
Put v Data segments and ACKs > Port 20

W trybie tym klient FTP taczy sie na dowolny port nieuprzywilejowany z portem polecen
ustugi FTP — 21, nastepuje tzw. Handshake — potrdojne przywitanie.

3YH
Port X #  Port 21
Port X «€ STHACK Port 21
ALK -
Port X *  Port 21

Destinatior

1 G .10l
959984  213.180.128.80 1582.168.1.101 ftp > 4387 [5vN,
5 15.000006 192.168.1.101 213.180.128.80 TCR 4387 » ftp [ACk] Seq=1l Ack=1 win=262800 Len=0

PERM=1

1l

SACK_PERM=1 M55=14860

Frame 3: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
Ethernet II, sSrc: IntelCor_3e:63:78 (00:22:fh:32:63:78), Dst: Tp-LinkT_e%:d5:cd (00:27:19:e9:d5:c4)
Internet Protocol, Src: 1592.168.1.101 (192.168.1.1010, Dst: 213.180.128.80 (213.180.128.80)
= Transmission Control Protocol, Src Port: 4387 (4387), Dst Port: ftp (21), Seq: 0, Len: O
Source port: 4387 (4387)
pestination port: ftp (21)
[stream index: 1]
sequence numbar: O (relative seguence number)
Header Tength: 32 bytes

M. | Time | source | Destination |protocal |1nfa

314.5982172 192.168.1.101 213.180.128. 80 TCP 4387 > ftp [svN] Seq 5535 Len=0 MS5=1260 WS=3 SACK_PERM=1
192. .10l E 7 C 0 =1 win=2 0 Len=0
213.180.128. 80 TCP 4387 > Ttp [AcK] Seg=l Ack=1l Win=262800 Len=0

5 15.000006 1%2.168.1.101

Frame 4: 66 hytes on wire (528 bits), 66 hytes captured (528 hits)

Ethernet II, Src: Tp-LinkT_e9:d5:c4 (00:27:19:e9:d5:c4), Dst: IntelCor_3e:63:78 (00:22:fb:3e:63:78)
Internet Protocol, Src: 213.180.128.80 (213.180.128.80), Dst: 192.168.1.101 (152.1568.1.101)

= Transmission control protocol, src port: ftp (210, Dst Port: 4387 (4387), seq: 0, ack: 1, Len: O
Source port: ftp (21)

pestination port: 4387 (4387)

[stream dndex: 1]

Sequence number: 0 (relative sequence number)

acknowledgement number: 1 (relative ack numher)

Header length: 32 bytes

o, |T|me |Source |Dest\nat\on Protocal |InFo

3 14.982172 192.168.1.101 213.180.128.80 TCP 4387 > ftp [SvynN] Seg=0 Win=65335 Len=0 MS5=1260 wS=3 SACK_PERM=1
4 14.559934 213.180.128. 80 152.168.1.101 ftp » 4387 [Svn, acCK] =
5 15. 000006 1592.168.1.101 L1 ] 4 > ftp [ack] S =1 win

0 Len=0

Ack=1l win=25200 Len=0 wS=0 SACK_PERM=1 M55=1460

® Frame 5: 54 bytes on wire (432 bits), 54 bytes captured (432 bits)
Ethernet II, src: IntelCor_3e:63:78 (00:22:Thi32:63:78), Dst: Tp-LinkT_e®:dS:cd (O00:27:19:e9:d5:icd)
Internet Protocol, src: 192.168.1.101 (192.168.1.1010, bst: 213.180.128.80 (213.180.128.80)
B Transmission Control Protocol, Src Port: 4387 (4387), Dst port: ftp (21), Seq: 1, Ack: 1, Len: O
Source port: 4387 (4387)
pestination port: ftp (21)
[stream dindex: 1]
sequence number: 1 (relative seguence number)
Acknowledgement number: 1 relative ack number)
Header Tlength: 20 bytes

Nastepuje (jesli jest wymagane) nastepuje uwierzytelnienie:
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L1001 a
14.95990984  213,180.128.80 192,168.1.101 TCP ftp > 4387 [SYN, ACK] Seg=0 Ack=1 wWin=25200 Len=0 W

4

5 15.000006 152.168.1.101 213,180,128, 80 TCR 4387 » ftp [ack] seg=1 ack=l win=262800 Len=0

6 15.029327 213.180.128.80 152.168.1.101 FTP Response: 220 frikod FTP server ready

7 15.031400  1%2.168.1.101 213.180.128. 80 FTF Reguest: USER zailcnupagadi

8 15.047282 213.180.128. 80 1%2.168.1.101 TCR ftp > 4387 [ACk] Seg=30 ack=20 win=25200 Len=0
915.050987 213.180.128.80 152.168.1.101 FTP Response: 331 Password required for zaicnupagadi.
10 15.052683 192.168.1.101 213.180.128. 80 FTF Request: PASS
11 15.06713%  213.1B80.128.80 1%92.168.1.101 TCF ftp > 4387 [ACK] Seq=71 Ack=35 win=25200 Len=0
12 15.088502 213.180.128.80 162.168.1.101 FTP Response: 230 User zaicnupagadi Togged in.
12 15.000A08 162 1681100 213.TRO.TZR.RO FTR RAMIAST & SYaT

Nastepnie klient rozpoczyna nastuchiwanie na porcie N+1 i wysyta do serwera FTP polecenie PORT
N+1 (obliczany w naszym przypadku jako 11 * 256 + 36 = 4388)

PORT, IP address, port ¥

Port X p Port 21
Port X PCRT command successful Port 21
Part % LIZT, RETE, or STOR > Fort2l
Mo, I Time ISource I Destination IProtocoI I Info
27 15.181658 152.168.1.101 213.180.128. 80 FTP Regquest: PORT 192,168,1,101,17,326
28 15.198505 213.180.128.80 192.168.1.101 FTP Response: 200 PORT command successful
2915.20041% 152.168.1.101 213.180.128. 80 FTP Reguest: LIST

|

Frame iy on wire i C 5
# Ethernet II, Src: Intelcor_3e:63:78 (00:22:Fh:3e:163:78), Dst: Tp-LinkT_e%9:d5:cd (00:27:19:e0:d5:c4)
Internet Protocol, Src: 192.168.1.101 (192.168.1.1010, Dst: 213.180.128.80 (213.180.128.80)
= Transmission Contral Protocal, sSrc Port: 4387 (43870, Dst Port: ftp (210, sSeq: 60, ack: 224, Len: 2§
source port: 43587 (4387)
pestination port: ftp (210
[stream dndex: 1]

seguence number: &0 (relative sequence number)
[Mext segquence number: 86 (relative sequence number)]
Acknowledgement number: 226 (relative ack number)

Header Tength: 20 bytes
# Flags: 0x18 (PSH, ACKD
window size: 262568 (scaled)
# Checksum: 0xc06¢ [validation disabled]
® [SEQ ACK analysis]
E File Transfer Protocol (FTP)
B PORT 192,168,1,101,17, 365 YN
Reqguest command: PORT
Request arg: 152,168,1,101,17,36

Active IP address; 192.168.1.101 ({192.168.1.1010
Active porti 4388

o, | Tirne | Source | Destination |Prokocal | Info
27 15.181698 162.168.1.101 213.180.128. 80 FTF Requeas
15.1] 5 2 182.168.1.101
213.180.128. 80

PORT 152,168,1,101
i a nol

29 15.20041%  152.1468.1.101 FTP Reguest: LIST

|
F Frame 28: 83 bytes on wire (864 bits), 83 hytes captured (664 bits)
# Ethernet II, sre: Tp-LinkT_e9:ds:cd (00:27:1%9:e9:d5:c4), Dst: IntelCor_3e:63:78 (00:22:fh:3e:63:78)
Internet Protocol, src: 213.180.128.80 (213.180.128.80), Dst: 192.168.1.101 (192.168.1.101)
= Transmission Comtraol Protocol, Sro Port: ftp (210, Dst Port: 4387 (4387), Seq: 226, Ack: 86, Len: 29
source port: frp (210
pestination port: 4387 (4387)
[stream index: 1]

Sequence number: 226 {relative sequence number)
[Mext sequence number: 255 (relative sequence number)]
Acknowledgement number: 88 (relative ack number)
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o, Tirme: Source Destination Protocol I Info

27 15.181608 10592.168.1.101 212,180,128, 80 FTP Reguest: PORT 102,168,1,101,17,36
28 15. 198505 213 180.125.80 192.165.1.101 FTFP Response: 200 PORT command successful

Frame 29: 60 bytes on wire (480 bits), &0 bytes captured (480 bits)
Ethernet II, Src: IntelCor_3e:63:78 (00:22:fh:3e:63:78), Dst: Tp-LinkT_e9:dS:cd (00:27:19:e9:d5:c4)
Internet Protocol, Src: 192.168.1.101 (152.168.1.1010, Dst: 213.180.128.80 (213.180.128.80)
= Transmission Ccontrol Protocol, sSro Port: 4387 (43870, Dst port: ftp (210, seq: 856, ack: 255, Len: &
Source port: 4387 (43870
pestination port: ftp (210
[stream index: 1]

Sequence number: 86 (relative seqguence number)
[Mext segquence number: 92 {relative sequence number]
Acknowledgement number: 235 (relative ack number)

Hazdar Tanmths 20 botas

Po czym nastepuje ponowny handshake (potrdjne przywitanie) na nowym porcie.

Fort ¥ - ST Fort 20
Port 7 STHACE > Port 20
Port 7 & ACK Port 20
Pt T 8 Crata segments and 4CKs > Dort 20

. Time: Source Destination Protocol | Info
E ftp-data > 4

z 0 1 W] Seq=0 K] 50
5115.216309  152.168.1.101 213.180.125. 80 TCR 438 5 TTp-Hata [oYN, ACK] SE(=D ACK=D WIN63335 LEN=h MSS=1260 SALK_PERML

i

E Frame 30: 62 bytes on wire (496 bits), 62 bytes captured (496 bits)
® Ethernet II, Src: Tp-LinkT_e9:d5:cd (00:27:19:eB8:d5:c4), Dst: Intelcor_3e:63:78 (00:22:Th:3e:63:78)
# Internet Protocol, src: 213.180.128.80 (213.180.128.80), Dst: 192.168.1.101 (192.168.1.101)
= Transmission control Protocol, src port: frp-data (20), Dst Port: 4388 (4388), sSeq: 0, Len: 0
Source port: ftp-data (200
Destination port: 4383 (4388)
[stream index: 2]
sequence number: o (relative sequence number)
Hearder lenmth: 7R hutes

do. | Time | Source | Destination |Protocol | Info

3015218278 213.180.128. 80 192.168.1.101 TP Frp-data > 4388 [SYN] Seq=0 Win=24820 Len=0 SACK_PERM=1 M53=1460
2 . : > ftp-data [SYN, ACK] k=1 win=65535 Len=0 S

il

[ Frame 31: 62 bytes on wire (496 hits), &2 bytes captured (496 bits)
Ethernet II, Src: Intelcor_3e:83:78 (00:22:fh:3e:63:78), Dst: Tp-LinkT_eS:dS:cd (00:27:19:e9:d5:c4)
Internet Protocol, sSre: 192,168.1.101 (192.168.1.101), bst: 213.180.128.80 (213.180.128.80)
= Transmission control Protocol, Src Port: 4388 (4388), bst Port: ftp-data (200, seq: 0, Ack: 1, Len: ©
Source port: 4388 (4388)
pestination port: ftp-data 200
[Stream dndex: 2]
Seguence number: 0 (relative sequence number)
acknowledgement number: 1 (relative ack number)
Header Tlength: 28 hbvtes

Mo | Time: | Source | Destination |Protocal |Info
30 15.218279 213.180.128.80 152.168.1.101 TCP frp-data > 4388 [Srn] sSeq=0 win=24820 Len=0 SACK_PERM=1 M3S=1460
31 15. 218309 1%2.168.1.101 213.180.128. 80 TCP 4388 > ftp-data [SYN ACK] Seq 0 Ack=1 win=65535 Len=0 M55=1260 SACK_PERM=1
5 2 E 0 ftp-data > 4 A Seq=] Win=25200 Len=0

<
F Frame 32: 54 bytes on wire (432 bits), 54 bytes captured (432 hits)
Ethernet II, Src: Tp-LinkT_eBS:dS:cd4 (00:27:18:e9:d5:c4), Dst: Intelcor_3e:63:78 (00:22:fh:3e:63:78)
® Internet Protocol, Src: 213.180.128.80 (213.180.128.80), Dst: 192.168.1.101 (192.168.1.101)
= Transmission control protocol, sre Port: frp-data (20), Dst Port: 4388 (4388), seq: 1, ack: 1, Len: 0
Source port: ftp-data (200
Destination port: 4388 (4388)
[stream index: 2]
Seguence number: 1 (relative seguence number)

acknowledgement number: 1 (relative ack numher)
Haarar lannrth: 70 PuTas

Kolejnym krokiem jaki przedstawie bedzie wystanie pliku na serwer. W tym celu nawigzane

zostato nowe potaczenie. Port podstawowy to 1142 a danych (4 * 256 + 119 = 1443)Nastepuje

przestanie testowego pliku na serwer FTP, klient informuje serwer ze chce wystaé plik:
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Mo, | Timne Source Destination Protacol Info
72 31.337060 192.168.1.101 213

180.128. 80 FTF Refquest: SIZE Super tajne dane.txt
T :

Super tajne dana.

-

Frame 59: 81 bytes on wire (648 bits), 81 bytes captured (848 hits)
Ethernet II, src: IntelCor_3e:83:758 (00:22:Th:3e:63:78), Dst: Tp-LinkT_e9:ds:cd (00:27:1%:e9:d5:c4)
Internet Protocol, Src: 1952.168.1.101 (192.168.1.101), Dst: 213.180.128.80 (213.180.128.80)
Transmission cControl Protocol, src Port: edtools 11420, Dst Port: ftp (210, seq: 126, ack: 427, Len: 27
Source port: edtools (11427
pestination port: ftp €210
[stream index: 1]

0 HHE

Sequence number: 128 (relative sequence number)
[Mext seqguence number: 153 (relative sequence number)]
acknowledgement number: 427 {relative ack number)

Header length: 20 bytes
® Flags: Ox18 (PSH, ACK)
window size: 262368 (scaled)
# Checksum: 0x663a [validation disabled]
® [SEQ/ACK analysis]
B File Transfer protocol (FTP)
= STOR Super Tajne dane.txt™rin
Request command: STOR
Refquest arg: super tajne dane.txt

Serwer zgadza sie na transfer binarny:

Mo,

Fination

150 opening BIMARY mode data connection for Super tajne dane.txt

Frame 63: 120 bytes on wire (960 bits), 120 bytes captured (960 bits)

Ethernet II, Src: Tp-LinkT_eS9:d5:c4 (00:27:19:e9:d5:c4), Dst: IntelCor_3e:63:78 (00:22:fh:3e:63:78)

Internet Protocol, Src: 213.180.128.80 (213.180.128.80), Dst: 192.168.1.101 ¢152.168.1.101)

= Transmission Control Protocol, Src Port: ftp (21}, Dst Port: edtools (1142), Seg: 427, ack: 153, Len: 66
source port: frp (21)

pestination port: edtools (1142)
[stream index: 1]

[+

Sequence number: 427 (relative seguence number)
[Mext sequence number: 4093 (relative seguence number)]
Acknowledgement number: 153 (relative ack number)

Header Tlength: 20 bytes
® Flags: Ox18 (PSH, ACK)
window size: 25200
Checksum: 0x4180 [validation disabled]
[SEQ/ACK analysis]
= File Transfer Protocol (FTR)
=150 opening BIMARY mode data connection for super tajne dane.txthyrin
response code: File status okay; about to open data connection (150)
Response arg: opening BINARY mode data connection for Super tajne dane.txt

Warto zaznaczy¢ ze tresé pliku jest widoczna (co widac ponizej), numer portu ktory widac

wynika z zgdania nowego portu do przesytu pliku, ktéry jest utworzony na podstawie réwnania 4*
256 + 121 = 1445

Mo, | Tirme | saurce Destinakion |Pratocal | Infa

1

® Frame 64: 104 bytes on wire (832 hits), 104 bytes captured (832 bits)

® Ethernet II, Src: Intelcor_3e:63:78 (00:22:fh:38:63:78), Dst: Tp-LinkT_e9:ds:c4 (00:27:19:e9:d5:c4)
Internet Protocol, src: 192.168.1.101 (192.168.1.101), Dst: 213.180.128.80 (213.180.128.80)

B Transmission Control Protocol, Src Port: x9-icue (11450, Dst Port: ftp-data (20), seq: 1, ack: 1, Len: 50

Source port: x9-fcue (1145)
pestination port: ftp-data (20)
[stream index: 7]

Seqguence number: 1 (relative seguence number)
[Next sequence number: 51 (relative seguence number)]
acknowledgement number: 1 (relative ack number)

Header Tength: 20 bytes
® Flags: O0x18 (PSH, ACKD
window size: 32850
# Checksum: 0x9967 [validation disabled]
B [SEQSACK analysis]
El FTP Data
FTP Data: Bardzo tajne informacje zawarte w pliku tekstowym,
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Zapytania DNS podczas nawigzywania sesji sg standardowe czyli: nastepuje zapytanie od
stacji roboczej o rozwigzanie adresu:
o, Time: Source Destination Praotacol Infa

o 1.1¢1 £ 1. DS
15 6.247380 62.179.1.63 152.168.1.101 DHS

b= £, al 1]
standard guery response A 213.180.128.80

1

F Frame 14: 78 bytes on wire (608 bits), 78 bytes captured (G605 hbits)
# Ethernet II, Src: IntelCor_3e:63:78 (00:22:Th:3e:63:78), Dst: Tp-LinkT_e9:d5:cd (00:27:1%9:e8:d5:c4)
B Internet Protocol, src: 192.168.1.101 ¢152.168.1.101), Dst: 62.179.1.63 (62.179.1.63)
# User Datagram Protocol, Src Port: 62302 (623020, Dst Port: domain (530
B Domain mMame System (guery)
Response In: 15
Transaction I0: Oxcd7d
® Flags: 0x0L00 (Standard guery)
questions: 1
Answer RRs: 0
Authority RRs: O
Additional RRs: 0
E Queries
= ftp.republika.pl: type A, class IN
mame: ftp.republika.pl
Type: A (Host address)
Class: IN (0x0001)

Po czym nastepuje odpowied? z serwera:

| Source | Destination
62,179
f 1

|Protocal | Info
DS standard guery a ftp.
DNS standard query L

1

# Frame 15: 92 bytes on wire (736 bits), 92 bytes captured (736 bits)
# Ethernet II, Src: Tp-LinkT_e9:dS5:c4 (00:27:19:e9:d5:c4), Dst: IntelCor_3e:63:78 (00:22:Th:3e:63:78)
® Internet Protocol, Src: 62.179.1.63 (62.179.1.63), Dst: 1%2.168.1.101 (192.163.1.101)
® User Datagram Protocol, Src Port: domain (530, Dst Port: 62302 (62302)
E bomain Name System (response)
Regquest In: 14
[Time: 0.020788000 seconds]
Transaction ID: Oxdd7d
B Flags: OxB180 (Standard query response, Mo errar)
guestions: 1
Answer RRs: 1
Authority RRs: O
Additional RRs: O
H Queries
B frp.orepublika.pl:s type A, class IN
mame: ftp.republika.pl
Type: A (Host address)
Class: IN (Ox0001)
[l Answers
= ftp.republika.pl: type A, class IW, addr 213.180.128.80
mame: ftp.republika.pl
Type: A (Host address)
Class: IN (Ox000L)
Time to Tiwe: 13 seconds
Data length: 4
Addr: 213.180.128.80 (213.180.128.80)

4. Analiza ruchu HTTPS dla wybranej strony WWW.

Testy zostaty wykonywane na przyktadzie potgczenia z witryng http://www.wss.pl

Pierwszym krokiem jest przywitanie od klienta w kierunku serwera.

Klient wysyta do serwera zgtoszenie zawierajgce m.in. obstugiwang wersje protokotu SSL,
dozwolone sposoby szyfrowania i kompresji danych oraz identyfikator sesji. Komunikat ten zawiera
rowniez liczbe losowg uzywang potem przy generowaniu kluczy.
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Ko, | Time Source | Destination I Protocal I Info

Client Hello

[+ Frame 115: 213 bytes on wire (1704 bits), 213 bytes captured (1704 bits)
# Ethernet II, src: IntelCor_3e:63:78 (00:22:Th:3e:63:78), Dst: Tp-LinkT_e9:dS:cd (00:27:19:e0:d5:c4)
® Internet Protocol, Srg: 192.168.1.101 (192.168.1.1010, Dst: 150.254.173.245 (150.254.173.245)
F Transmission Control Protocol, Src Port: Tv-pici (21450, Dst Port: https (4430, Seq: 1, ack: 1, Len: 159
Bl Secure Socket Layer
= TLswl Record Layer: Handshake protocol: cClient Hello

content Type: Handshake (220

version: TLs 1.0 (0Ox0301)

Length: 154

= Handshake protocol: client Hello
Handshake Type: client Hello (1)

Length: 150
version: TLS 1.0 (0x0301)
[ Randaom

zession ID Length: O

Cipher suites Length: 72
F Cipher suites (36 suites)
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 37
Extension: server_name
Extension: elliptic_curves
Extension: ec_point_formats
Extension: sessjonTicket TLS

[+

F & & E

Serwer odpowiada podobnym komunikatem w ktérym zwraca klientowi wybrane parametry
potgczenia: wersje protokotu SSL, rodzaj szyfrowania i kompresji, oraz podobng liczbe losowg. Wysyta
takze swoj certyfikat pozwalajgc klientowi na sprawdzenie swojej tozsamosci (ten etap jest
opcjonalny, ale w wiekszosci przypadkow wystepuje) Nastepnie serwer zawiadamia, ze klient moze
przejs¢ do nastepnej fazy zestawiania potgczenia.

o, | Time: | Source | Destination |Protocal  |info

117 12, 150 4, 5 1 8.1.101

T2 1 A4S BRE AnT e 1 AL JEA 172 AL

-

Frame 117: 472 bytes on wire (3776 hits), 472 bytes captured (3776 hits)
Ethernet II, Src: Tp-LinkT_e9:d5:cd4 (00:27:19:e89:d5:c4]), Dst: IntelCor_3e:63:78 (00:22:fh:32:63:78)
Internet Protocol, Src: 150.254.173.245 (150.254.173.245), Dst: 192.168.1.101 (15%2.168.1.101)
Transmission Control Protocol, Src Port: https (4430, Dst Port: Tv-pici (21450, Seq: 1261, ack: 160, Len: 418
[Reassembled TCP Segments (1678 bytes): #116(1260), #117(418)]
Secure socket Layer
B TLSvl Record Layer: Handshake protocol: multiple Handshake Messages

Content Type: Handshake (220

version: TLs 1.0 (0x0301)

Length: 1673

= Handshake Protocol: server Hello
Handshake Type: Server Hello (20

OHEHKBNEH

Length: 77
version: TLS 1.0 (0x0301)
® Random

session ID Length: 32
session ID: 651300007a3494051d631ab093eafead03340444F7hdcadaes. ..
Cipher suite: TLS_RSA_WITH_RC4_128_MDS5 (0x0004)
compression Method: null oD
Extensions Length: 3
® Extension: renegotiation_info
= Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 1584
Certificates Length: 1581
® certificates (1581 bytes)
= Handshake Protocol: server Hello Done
Handshake Type: Server Hello Done (14)
Length: O

Klient na podstawie ustalonych w poprzednich komunikatach dwéch liczb losowych (swojej i
serwera) generuje klucz sesji uzywany do faktycznej wymiany danych. Nastepnie wysyta go
serwerowi uzywajgc jego klucza publicznego. Klient zawiadamia, ze serwer moze przefaczy¢ sie na
komunikacje szyfrowanga. Oraz zawiadamia ze jest gotowy do odbierania danych zakodowanych.
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4l

Frame 119: 236 hytes on wire (1888 bits), 236 bytes captured (1888 hits)

Ethernet II, src: IntelCor_3e:63:78 (00:22:fh:3e:63:78), Dst: Tp-LinkT_e9:d5:cd (00:27:1%:e3:d5:c4)

Internet Protocol, Src: 162.168.1.101 (192.168.1.101), Dst: 150.254.173.245 (150.254.173.245)

= Transmission Control Protocol, Src Port: Twv-pici (2145), Dst Port: https (443), sSeq: 160, Ack: 1679, Len: 182
Source port: Tv-pici (21450
pestination port: https (4430
[stream index: 22]

Sequence number: 160 (relative seqguence number’)
[Mext sequence number: 342 (relative seguence number’)]
Acknowledgement number: 1679 (relative ack number)

Header Tength: 20 bytes
[ Flags: Ox18 (PSH, ACK)
window size: 262800 (scaled)
chacksum: Oxb4zb [wvalidation disabled]
® [sEQ/ack analysis]
= secure Socket Layer
= TLswl Record Layer: Handshake protocol: client key Exchange
content Type: Handshake (220
version: TLS 1.0 (Ox0301)
Length: 134
= Handshake pProtocol: Client Key Exchange
Handshake Type: client Key Exchange (16)
Length: 130
= TLSvl Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
Content Type: Change Cipher Spec (200
version: TLS 1.0 (Ox0301)
Length: 1
Change Cipher Spec Message
= TLEwl Record Layer: Handshake Protocol: Encrypted Handshake Message
content Type: Handshake (220
version: TLS 1.0 (0x0301)
Length: 32
Handshake Protocol: Encrypted Handshake massage

Serwer zawiadamia, ze wykonat polecenie - od tej pory wysytat bedzie tylko zaszyfrowane

informacje. Nastepna wiadomos¢ jest juz wystana zaszyfrowanym kanatem.

Mo, | Time: | Source | Diestination |Prakocal | Info

g T TTTeT T T

K|

Frame 120: 97 bytes on wire (776 bits), 97 bytes captured (776 hits)

Ethernet II, src: Tp-LinkT_e9:dS:cd (00:27:19:e9:d5:c4), Dst: IntelCor_3e:63:78 (00:22:fh:38:63:78)

Internet Protocol, Src: 150.254.173.245 (150.254.173.245), Dst: 192.168.1.101 ¢192.168.1.101)

Transmission Control Protocol, Src Port: https (443), Dst Port: Tw-pici (2145), sSeq: 1679, ack: 342, Len: 43
Source port: https (4430
pestination port: Tw-pici (2145)
[stream index: 22]

0 HEH

Sequence number: 1679 (relative sequence number)
[Mext seguence number: 1722 (relative seguence number)]
Acknowledgement number: 342 frelative ack number)

Header length: 20 hytes
® Flags: 0x18 (PSH, ACK)
window size: 65154
# Checksum: 0x0728 [validation disabled]
® [SEQ/ACK analysis]
B Secure Socket Layer
B TLSvl Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
content Type: Change Cipher Spec (20)
version: TLS 1.0 (0x0301)
Length: 1
Change Cipher spec Message
B TLSvl Record Layer: Handshake Protocol: Encrypted Handshake Message
content Type: Handshake (220
version: TLS 1.0 (0x0301)
Length: 32
Handshake Protocol: Encrypted Handshake message

W protokole SSL domyslna sytuacja zaktada tylko autentyfikacje serwera. Istniejg jednak

metody pozwalajgce na autentyfikacje klienta. W tym celu korzysta sie z trzech dodatkowych
komunikatéw:

¢ Komunikat z serwera do klienta - "CertificateRequest" - Po przestaniu swojego
certyfikatu serwer zawiadamia, ze chciatby otrzymac certyfikat klienta

¢ Kominikat z klienta do serwera - "Certificate" - Po otrzymaniu komunikatu
ServerHelloDone klient odsyta swoj certyfikat
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¢ Komunikat z klienta do serwera - "CertificateVerify" - Klient musi potwierdzi¢, ze
faktycznie posiada klucz prywatny odpowiadajgcy wystanemu certyfikatowi. W tym
celu klient szyfruje swoim kluczem prywatnym skrot wszystkich dotychczas
ustalonych danych o potaczeniu i wysyta go korzystajac z tego komunikatu
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